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Abstract Achilles heel of operating systems: They are often propri-
etary and supplied by third parties. Furhtermore, because

This paper documents the process of identifying poten-they run in unprotected kernel-mode, potential vulnerabil
tial vulnerabilities in IEEE 802.11 device drivers through ties are particularly dangerous. Moreover, drivers of wire
fuzzing. The relative complexity of 802.11 as compared toless devices are jeopardized even further by an underlying
other layer two protocols imposes a number of non-trivial technology that exposes them to virtually everyone in their
requirements on regular 802.11 protocol fuzzers. This pa- physical vicinity. At the same time, there appears to be a
per describes a new approach to fuzzing 802.11 devicelack of awareness of this exposed nature of wireless devices
drivers on the basis of emulation. First, the process of cre- and the danger inherent therein, because these drivers op-
ating a virtual 802.11 device for the processor emulator erate in lower levels of the OSI reference model (i.e. they
QEMU is described. Then, the development of a statefulare mostly transparent to widespread security and monitor-
802.11 fuzzer based on the virtual device is discussed. Fi-ing tools that are often only concerned with OSlI levels three
nally, we report the results of fuzzing the Atheros Windows and above).
XP driver, as well as the official and open source MADWifi This paper describesfazz-test-suitéo evaluate the im-

drivers. plementation of the IEEE 802.11 MAC specification of
wireless device driverg:uzz testing— or simplyfuzzing—
1. Introduction is a software testing technique developed at the University

of Wisconsin-Madison that has proved particularly effec-
"People move. Networks don't” With this statement, tive in detecting potential security vulnerabilities irojr-
Matthew Gast opens hiBefinitive Guideto 802.11 wire- col implementations. For example, a piece of software may
less networks. It is true that in recent years wireless net-be penetrated with a large number of frame contents, some
works have evolved into a mainstream technology. An ever of which may be unexpected.
increasing mobility in computing is sustained by the solid While fuzzing basic 802.11 functions such as beacon
growth of a wireless infrastructure through the prolificacy frameg can be handled quite easily by simply injecting
of wireless networks and the prevalence of wireless tech-frames on the medium at certain intervals, many advanced
nology in computer hardware. However, new developmentswireless functions such as network authentication or activ
are always associated with new risks, and advantages sucBcanning introduce problems that have not been dealt with
as increased mobility and distribution obviously come at in previous wireless fuzz test tools.
a cost. Due to their physical characteristics, wireless net  Because it is possible for multiple networks to operate
works are almost per definition prone to security and pri- on the same medium, wireless network devices rely strictly
vacy issues. Hence, several efforts to provide confiden-on receiving responses or acknowledgments to packets they
tiality have been made. Typically, these efforts are cryp- sent out before a certain timeout. This time interval is so
tographic approaches to prohibit eavesdropping, unautho-small, however, that monitoring the medium, analyzing in-
rized use, traffic injection and traffic analysis. However, a
medium in which all parties communicate in the same space !In order to inform wireless stations of their presence, less access
is inherently vulnerable to other vectors of attack that di- ﬁ\fﬂtgegugmn‘hizt;yeﬁz ‘z;‘&g}CDk;t r?;r:\?gll‘i;uian:\e;ﬁcl)sr.l( I’r']ff:fffr';a‘lﬁ’:w
rectly target a victim's wireless device driver software. used for‘convergation ar‘1d data rates supported by the device ) g
Traditionally, device drivers have always been an  2awireless device that is scanning in active mode does notseisly

on received beacon frames but additionally publishes deecg@krobe re-
*sk@seclab.tuwien.ac.at quests. Access points then reply with a probe responsenttiaties infor-
tck@seclab.tuwien.ac.at mation very similar to the previously mentioned beacon frame.




coming frames and injecting appropriate responses cannot e Sequencing and other control information.
be done reliably. Previous approaches, such as those men- ) ) _ ]
tioned in Section 1.1, thus solely focus on frames that are The body section varies depending ontyyeefield that fur-
sent out at regular intervals, ignoring a considerableiqort ther classifies individual frames into three categories:
of possible frame types.

In this paper, we present a novel approach to testingControl frames

wireless device drivers and fuzzing in general that regace ,
the underlying wireless device hardware with an emula- CONtrol frames are used to manage who is allowed to use

tion software. Thus we gain full control over the device the medium for packet transmission, to manage the distri-
driver. Our work is built on top of QEMUI1], a generic and bution of the network and t_)the_r advanced funct_lons such as
open source system emulator, enhanced with a virtual netPOWer saving. Because of its simple and (more importantly)
work device that reacts to commands by the device driver, fiXeéd length structure, this type of frame is not particylarl
halts the virtual CPU and afterwards informs connected 'ntéresting for fuzzing.
fuzz modules of the event.

By stopping the execution, the fuzzing module obtains Management frames

the time necessary to generate an appropriate answer that ‘ . v £ Ki .
is injected into the emulated hardware, followed by the Management frames are used primarily for network identi-

resumption of the emulation. Obviously, this approach fication gnd controlling wh_o is _part of a wireless network.
solves any timing difficulties inherent to traditional 802. D?pfnd";'jg on thesubtypdeﬁeld included in the header, a
fuzzing-techniques and introduces even further pracsidal ~ WVIr€less device can send out
‘;22;‘%?16: that are discussed in more detail in the following , pohe requestto request information about a network
ions.
e Authenticatiorframes andssociation requests con-

1.1. Previous Work nect to a network

A recent publication of Laurent Butti demonstrated the ef-
fectiveness of fuzzing wireless device drivers. His work
concentrated on, what we later define atgtelesscom-
munication by flooding the wireless medium with a large o other frames for similar purposes.
amount of packets when a target system starts scanning for

e Reauthenticationframes andreassociation requests
when roaming from one access point to another

available networks. The management frames’ information is encodethfor-
In his publication, Butti identifies two major drawbacks mation elementsr IEs that follow theTLV? format. Since
with this technique[7]: this is obviously an ideal situation where fuzzing can be ap-

) plied, our work concentrates on these frame types. A com-
1. Onemustanswer very fast as the client performs chan- pete list of different information elements is found in Ta-

nel hopping, and ble 5 in Appendix B.
2. Onecannotbe sure if the frame was analyzed or not
by the driver. Data frames
As we show in this paper, these two drawbacks can be overData frames are used for actually transmitting data packets
come with our novel fuzzing approach. between two wireless network devices. Except for possi-
ble fragmentation information, the frame format is straigh
2. 802.11 Frames forward and does not provide a good starting point for fuzz-
testing.

Wireless network frames can be divided into a wide range of =5 — ) . )

diff tt h licit . d . it Within data communication protocols, optlo_na! information nimey
Iterent types, whose expliCit meaning and usage IS qQUItE encoded as a type-length-value or TLV element inside of thiopol.

different from each other. Their internal message format

stays the same for all types, however. Like higher level pro- The type and length fields are fixed in size (1-4 bytes) and tieev

tocols. 802.11 frames are divided into a header and a bOd)}'eId is of variable size. These fields are used as follows:

section, whereas the header section, similar to IP datagram

includes

e Type - a numeric code which indicates the kind of field that plaist
of the message represents

e Length - the size of the value field (typically in bytes)

e Type/subtype information e Value - variable sized set of bytes which contains data fisrplart
) of the message[2]
e Sender, receiver and network hardware address



2.1. Management Frame States and receives all sent packets from a second wireless device

As mentioned in the previous section, our work focuses (ffom now on called théarge) that is to be fuzzed.
on fuzzing the information elements inside a management _ 1 he fuzzer continuously listens for incoming packets un-

frames’ body section. To better highlight the advantages of il the targetis up and running (the attacker can see this be-
our approach and point out differences to previous work, Causeé the target will usually start sending out probe raques

our paper generally distinguishes wireless network traffic Packets). It then starts injecting a large load of fuzzedpac

into two distinct groupsstatelessaindstatefulframe types. E:S,tassutming that at least one of them will be received by
e target.

Often, a second (usually direct, hard-wired) network
connection between the fuzzer and the target is used to mon-
Stateless (management) frames are considered not to b#or the impact of the fuzzed network packets (assuming that
sent as response to a message or request from a wireles®n invalid packet would crash the device driver or even the
device. Although this description basically boils down to whole system or at least produce an entry in the system’s
one type—thebeacon frame-when networking in man-  log).
aged mod& most information elements can be fuzzed in ~ Generally, this approach brings good results when
this group (as almost all information can be sent out using fuzzing stateless 802.11 conversations. When dealing with
beacons). the much larger range of stateful frame types, the uncer-

Although stateless fuzzing iad hoc modencludes a  tainty of the device driver actually handling the packet
much wider range of management frame types since thepresents fuzzers with a number of problematic issues:
r_etur_n frames can k_)e ignored (as long as the conversa- 4 Timing: As mentioned previously,
tion is based on a simple request-response paradigm) and
thus meets our requirements of a stateless conversatisn, th
group of frames is also considersthtefulas the results of

Stateless

802.11 conversa-
tions rely on strict timeouts. The device driver may
therefore drop a packet because the answer arrives too

the fuzzing can be estimated more precisely when analyzing late.

the response packets as well. 2. Overload: The device driver or hardware may drop
packets because the large load of incoming packets

Stateful would overflow the device’s receive buffer.

As a stateful frame type, we consider anything that does 3: Corruption: A large load of packets or other distur-
not meet the above requirement for stateless frame types. ~ Pances of the medium might alter and thus corrupt the

Particularly, this includes content of the frame. The device could thus drop the
packet before analyzing its content because of an in-
e Active scanning usingrobe request - respong@mes valid checksum.
e 802.11authenticatiorframe exchange 4. State mismatch The target might have accepted a

previous frame (possibly from some other station) and

* 802.11association request - responsames left the state in which the fuzzed packets are accepted.

* Action frames. 5. State timeout If the target device is brought into a
A table summarizing which type of frames are fuzzed in desired state, but the fuzzed packets are not received
which situation (state) is summarized in Tables 3 and 5. within a certain time frame, the target device may de-
cide to reset itself into a lower default state and drop
3. Stateful Fuzzing any incoming higher state packets.

Most previous work on 802.11 fuzzing can be summarized .
as follows: One wireless device (from now on called the 3.1. Novel Fuzzing Approach

fuzze) is placed intomonitoP and promiscuols mode To address the aforementioned problems, this paper intro-
duces a novel approach that eliminates the wireless medium
4In managed modeall wireless devices communicate with each other and physical distance between the two wireless devices by
using a central access point they first connect to. Devices imoc modge . h device i lated . d
on the other hand, do not require such a central node and comateni ~ MOVINg the target evice Into anemu ate enV"Qnment an
directly. allowing the fuzzer to interact with the target’s virtualtne
5In monitor modethe device driver accepts all incoming frames and work device directly.

fr’ff‘f)fr?]z ttgim on to the network stack without removing any 80gader This new approach solves all issues mentioned above and

61n promiscuous modene network stack accepts all incoming packets, addi.tiona"y introduces several practical advantageséo t
regardless of their intended destination address fuzzing process:




Timing & State Timeouts e Trace the CPU'snstruction pointerinto predefined
code areas such as the Microsoft Windows’ Blue
Screen Of DeathBSOD displayed after fatal system
errors) or Linux’s kernel Oops functions

As the target runs in a virtual machine whose CPU we con-
trol, our implementation simply stops CPU emulation when

an outgoing frame is registered by the virtual device hard-
ware and informs the fuzzer. The fuzzer may take any time
necessary to construct a reply packet, inject it into the de-
vice’s ingoing queue and resume the target's CPU emula-
tion. Obviously, this solves any timing problems.

e Monitor the screen output for certain events (again—
typical blue background of BSODor the console’s
output of a kernel Oops)

Overload System Checkpoints

Since the fuzzer and virtual networking device can com- As mentioned in previous sections, it can be a tedious task
municate using a high level of communication, the delivery to bring the target system into a desired state where certain
of packets can be guaranteed. This eliminates the fuzzer'packets are accepted. When the target leaves this state for
need to inject more than one packet and lowers the de-various reasons or the system crashes after finding a major
vice’s input buffer to a level even below real-life situati bug, human interaction may be necessary in order to restore
where retransmission of single packets can happen quitehe desired state—a time intensive process that consigerabl
frequently. complicates automated fuzzing.

By introducingsystem checkpointswell defined situa-
tions where the current state of the CPU and all necessary
memory regions are stored to disk permanently—human
Because the communication between fuzzer and target doe#iteraction can be eliminated by simply resuming certain
not rely on the potentially unstable wireless medium, the checkpoints before each test run, creating a stable environ
fuzzing process cannot be affected by any other roguement with reproducible results.
source of frame packets. Furthermore, the guaranteed deliv

ery solves both problems of corruption and state mismatch . ;
oo aboun, P 4. System Design & Implementation

Corruption & State Mismatch

4.1. System Overview

Simple Environment Our work is based on the QEMU[1] virtual machine and

A very practical advantage of our simulation approach is its two different operating systems: One system runs Microsoft
relatively low costs: when intensive fuzzing is desired)mu  Windows XP Professional (with service pack 2 but no fur-
tiple computers can do the fuzzing without the need for the ther updates) and on the other system we installed Kubuntu
wireless hardware to be present. Furthermore, the need foPapper Drake (version 6.06) with the Linux kernel 2.6.20
a separate fuzzer computer or network device is eliminated.(without a graphical environment as this slows down the
All fuzzing can be done on a single computer, a fact that €mulation).

simplifies the work significantly. The virtual wireless network device is based on the two

default NIC€ rtI8139 andne2000of QEMU and simulates

L an Atheros AR5212 wireless chipset that is described in
Advanced Target Monitoring Section 4.3

When using traditional fuzzing methods, quite sophistidate ~ In the Windows system, the officia?dP WLAN W400-
target monitoring is necessary. In order to recognize srror W500 Driver for Windows 2000/XRwas used, the Linux
or system crashes in the target system, advanced event loggystem was tested using the officiadWifi Wireless
ging daemons or human interaction cannot be avoided. ~ Driver®, an experimental MadWifi version with an open
By moving the target into a simulated environment, com- Source implementation of the Atheros HAl and theHP
pletely new monitoring possibilities emerge. The virtual WLAN W400-W500 Driver for Windows 2000/Xfing
machine’s direct access to the target’s memory and CPUNDisWrappet™.
can be used to

“Network Interface Cards

8Available at http://www.hp.com

9Available at http://madwifi.org

10Als0 available at http://madwifi.org

e Inspect certain memory regions for error logs / dumps  Available at http:/ndiswrapper.sourceforge.net/

e Observe unexpected halts or restarts of the CPU



analysis tools such aafireshark® to be used to further in-
B [T en arging ks spect the packets’ contents.

The following source code shows the simplicity of mon-
itoring outgoing packets. For a definition of the the struc-
tures and constants, please refere to Appendix A.

Listener [RM]: display outgoing packets
Injector [IM]: inject arbitrary packets

Stateless Fuzzer [IM]: reply directly

Shared Memory

1 unsi gned char cmd;
Access Point [RM] & [IM] 2 int sem = 0;
Reply (RM) 3 remote_command *mem = NULL;
PCIID: 1680013 (rev0l) X 4
Atheros Communications, Inc. Inject (IM) il A A 5 i f (init_connection(&sem, &mem,
ARS5212 802.1 Isbg NIC (rev 01) 6 REMOTE_FUZZER_APP_REPLY_SEM_KEY,
7 REMOTE_FUZZER_APP_REPLY_DATA_ID))
8
9 /'l error handling
10
. 1}
Figure 1: System Modules 12
13 while (1)
14
15 wait_semaphore(sem, 1);
16
17 if (mem->command == REMOTE_FUZZER_PACKET_NOTIFICATION)
. 18 {
4_ 2_ Mod u |ar EXtenSlonS 19 dumpFrame(&mem->frame, mem->frame_length, “output.cap”  );
20 }

Our implementation of the QEMU wireless device does NOt 2z 1/ signar the virtual device to simiy drop the packet
provide any immediate fuzzing capabilities. Instead, we de 5; "7 T REMOTEFUZZERIGNORE PACKET
cided to follow a modular design approach, allowing the %
virtual device to be connected to any type of communica-
tion module.

As briefly mentioned in Section 3.1, the only task of the Injector
virtual device is the detection of outgoing wireless pasket
informing any connected modules and injecting possible re-
ply packets created by these modules.

Our code relies on shared memory combined with a set
of semaphores allowing us to simultaneously connect mul-
tiple modules to the virtual device. These modules have the

signal_semaphore(sem, 0);

This module provides an infrastructure to inject arbitrary
packets into the virtual device’s ingoing message queue. It
automatically checks if the device currently allows injeot

of packets (e.g. by asserting that the device’s current fre-
guency corresponds to the desired one as device drivers au-
tomatically drop packets received from an unexpected fre-

ibili :
possibility to guency) and thus assures the delivery.
e Observe outgoing packets Like the dumpermodule, all packets are stored on disk
in order to allow tracing of ingoing packets. The following
e Reply to outgoing packets code displays how packets can be injected.
e Inject ingoing packets (independent of outgoing pack- % e ?e",idf?f"d e "
Ets) g i f (init_connection(&sem, &mem,
6 REMOTE_FUZZER_APP_REPLY_SEM_KEY,
e Observe the virtual device’s state (like current fre- | REMOTE_FUZZER_APP_REPLY_DATA_ID)
quency) 1?) // error handling
1}

. . . . 12
During the implementation, a set of modules (Figure 1) was1s  mem->command = REMOTE_FUZZER_INJECT PACKET;
. . . 14 mem->current_frequency = IEEE80211_CHANNEL9_FREQUENCY ;
created for testing, observing and fuzzing target Systems: 15  mem-frame_fength = construct_packet(@mem->irame);
16 dumpFrame(&mem->frame, mem->frame_length, "input.cap” );
i; do

LISteneI’ / Dumpel’ ;g ¢ /1 Signal new packet. ..

21 signal_semaphore(sem, 0);

The most basidisteneranddumpermodules are used for 2 1/ ... and wait for the ansuer...
. . . . 24 i h ., 1);
inspection of outgoing packets and form a foundation for 3 "= )
. . . 6
more sophisticated modules. These modules are responabfe
. . . 28 /1] The device is currently not in the requested
fOI’ I’eCOI’dIng and ana|yZIng Outgo|ng paCketS 29 Il frequency. Wait a few noments and retry!
.. . . 30 leep(...);
Every packet is inspected on the basis of its type/subtypes: e
combination and its destination address, and is then store
on disk using thepcap? file format to allow for network

if (mem->command == REMOTE_FUZZER_FAILURE_WRONG_FREQUENC
{

}
else if (.)

%)

4} until (mem->command == REMOTE_FUZZER_SUCCESS);

12pcap is an application programming interface for packet cigu Bwireshark (formerly known as Ethereal) is a free softwarequol
The implementation of pcap for Unix-like systems is known apddp; analyzer, or "packet sniffer” application, used for netwtsoubleshooting,
the Windows port of libpcap is called WinPcap.[3] analysis, software and protocol development, and edugdtion



Stateless Fuzzer as hardly any wireless chipset specification is publiclylava
able, the experimental open source MADWifi driver seemed
to be a fairly good starting point for our reseafth

After creating a device prototype that was able to react
to basic commands of the device driver, the virtual device
was iteratively improved by comparing its behavior to that
of a real hardware device as shown in figure 2.

Based on thenjector module, thestateless fuzzenjects
fuzzed packets into the device at regular intervals. The
packet’s header section follows the 802.11 specificatiah an
only TLV items in the frame body are fuzzed.

In addition to plain buffer overflows, this fuzzer supports
testing forformat string vulnerabilitie¥".

Virtual device records all memory

ACCGSS POint access of device & its current
answers.

Based orlistenerandinjector, theaccess poinis the most Log Is automatically converted to
C-source that invokes read/write

advanced module. It is an implementation of the basic _ | it i ok ke e
802.11 authentication protocol that allows wireless devic S | stores results in fvar/log/msg.

2. _ ~ Automatically |

to join a network. -

This module acts like a real device in a 802.11 infras- L b e
irtual evice

tructure network would and

Atheros Device

e Repeatedly injects beacon frames
Manually find differences between
. output of virtual device and
e Replies to probe requests Atheros device.

Adapration of virtual device code.

e Accepts and sends out authentication frames

e Responds to association requests Figure 2: Iterative Reverse Engineering Process

and thus successfully simulates an access point. Further-
more, the module includes a basic implemention of the
IP/ICMP protocol that allows the target to ping the simu-
lated device.

The following code samples are taken directly from our
implementation of the virtual device. They show the in-
teraction between the device driver and the device through
shared memory regions.

Stateful Fuzzer QEMU allows to specify callback functions that will be
This module behaves very similarly to thecess point called when the CPU invokes a write operation on prede-

module. However, instead of replying according to the fined physical address regions. QEMU will pass the ac-

802.11 specification, any of the packets sent out (no mat_cessed memory address, the value written to that location
’ and a pointer to the virtual device instance to the function.

ter if sent out as reply or injected at regular intervals) can -
be substituted with a fuzzed packet. Again, plain overflow-  MOSt constants inside the source code were taken from
the open source MadWifi driver, some additional values

and string format vulnerabilities are supported. ; X h :
where defined during the reverse engineering process.

4.3. AR5212 Chipset Reverse Engineering
Device Reset

Our work simulates an Atheros AR5212 802.11 a/b/g wire-

less chipset. Note that not every feature is fully supported The first listing shows the invocation of a device reset. By

by our virtual device, as they are not required by the fuzzing writing to a well-defined 4-byte memory region (line 11) the

process. device can be told to reset all internal states or do a warm-
We decided to use the AR5212 because it seems to bestart depending on the written value (line 12).

one of the predominant chipsets used today. Furthermore,,

#define SET_MEM_L(_mem, _addr, _val) \
_mem[_addr >> 2] = _val

14Format string attacks are a class of software vulnerabildgavered
around 1999, previously thought to be harmless. Format sattagks can
be used to crash a program or to execute harmful code. Thespnatiems
from the use of unfiltered user input as the format string patanie cer-
tain C functions that perform formatting, such as printf()malicious user
may use the %s and %x format tokens, among others, to print datetlie

/1 depending on the output-level, DEBUG PRI NT
/1 will log read/wites to the device, called
/1 functionality, etc

#defi ne DEBUG_PRINT(_msg) ...

static void mm_writel(
WLANFUZZERState *s,

CO®NOUAWN

=

stack or possibly other locations in memory. One may also wrkigrary 15Although the official Linux MadWifi driver is an open sourceoject,
data to arbitrary locations using the %n format token, whiclnmands it includes a binary-only HAL (hardware abstraction laye#n open-
printf() and similar functions to write the number of bytesrfmtted to an hal subproject of MadWifi has already successfully reversereraged big
address stored on the stack.[5] parts of this HAL, however.



1 target_phys_addr t addr, QEMU, this can be handled very similarly to the write call-
12 uint32_t val) .
13 back function.
14 uint32_t h;
15 swi tch (addr) 1 #define WRITE_EEPROM(_mem, _val) \
16 { 2 SET_MEM_L(_mem, ARSK_EEPROM_DATA_5210, _val); \
17 case ARSK_RESET_CTL: 3 SET_MEM_L(_mem, ARSK_EEPROM_DATA_5211, _val);
18 if (val == (ARSK_RESET_CTL_CHIP | ARSK_RESET_CTL_PCI)) 4
19 { 5
20 DEBUG_PRINT(("reset device (MAC + PC\n"  )); 6 case ARSK_EEPROM_BASE:
21 7 DEBUG_PRINT(("there will be an access to the EEPROM at %p\n" L (
22 /% unsi gned | ong*)val));
23 * claimdevice is inited 8
24 */ 9 | *
25 SET_MEM_L(s->mem, AR5K_STA_ID1, 0); 10 » set the data that will be returned
26 SET_MEM_L(s->mem, ARS5K_RESET_CTL, 3); 11 = after calling ARSK_EEPROM CVD=READ
27 } 12 */
28 else if (.) 13 .
29 14
30 break; 15 switch (val)
16
17 case AR5K_EEPROM_MAGIC:
18 WRITE_EEPROM(s->mem, AR5K_EEPROM_MAGIC_VALUE);
. 19 br eak;
Interrupt Masking 20
21 case ARSK_EEPROM_VERSION:
. . . . o2 WRITE_EEPROM(s->mem, AR5K_EEPROM_VERSION_3_4);
The next section takes care of interrupt enabling, disgblin 2 br eak;
and masking. These values are necessary when injecting case 0.
packets into the device or acknowledging the transmissionz’ st part of WAC-addr
i 29 DEBUG_PRINT(("EEPROM request first part of MAC\n" )
Of OUtQOIng paCketS 30 WRITE_EEPROM(s->mem, (s->phys[0] << 8) | s->phys[1]);
1 case ARSK_IER: g; break;
2 if (val == AR5K_IER_DISABLE) pox case Oxle:
5 :
34 I+
4 DEBUG_PRINT(("disabling interrupts\n” ); * -
5 SET_MEM_L(s->mem, ARSK_GPIODO, 0x0); gg */an part of NAG-addr
6 . . 37 DEBUG_PRINT(("EEPROM request second part of MAC\n" ));
Z} } s->interrupt_enabled = 0; 38 WRITE_EEPROM(s->mem, (s->phys[2] << 8) | s->phys[3]);
9 else if (val == AR5K_IER_ENABLE) 4318 break;
10 .
11 DEBUG_PRINT(("enabling interrupts\n” ) 2; ca/s? Ol
12 SET_MEM_L(s->mem, AR5K_GPIODO, 0x2); P + 3rd part of MAG addr
13
. 44 *l
14 s->interrupt_enabled = 1; 45 DEBUG_PRINT(("EEPROM request third part of MAC\Y"  ));
15 } . 46 WRITE_EEPROM(s->mem, (s->phys[4] << 8) | s->phys[5]);
16 br eak; past break.
17 '
18 case ARSK_PIMR: jg
19 DEBUG_PRINT(("setting primary interrupt-mask to 0x%x (%u)\n" , val, 50 }
. val); . 51 br eak;
20 s->interrupt_p_mask = val; 52
21 .
22 SET_MEM_L(s->mem, addr, val); gi ca;sf ARSK_EEPROM_CMD:
23 break; 55 * the type of access to the EEPROMis specified
56 *l
57
58 if (val & ARSK_EEPROM_CMD_READ)
59 {
EEPROM Access 60 DEBUG_PRINT(("the EEPROM access will be READ\n" ));
61
. . . 62 I+
The AR5212,SEEPROM6 hO|dS various deVICG II’]fOI’ma- 63 * tell the device the read was successful
. . . 64 *l
tion that is read out by following a four-step procedure: 65 SET_MEM_L(s->mem, ARSK_EEPROM_STAT_5210, AR5K_EEPROBTAT_RDDONE);
66 SET_MEM_L(s->mem, AR5K_EEPROM_STAT_5211, ARSK_EEPROBITAT_RDDONE);
i i 67 I+
1. Tell the device the requested EEPROM item (address) s = and return the data that vas set
69 * during the wite to ARSK_EEPROM BASE
70 *l
2. Specify the access type (read or write operation), n !
73
. . - 74 break;
3. Wait for the device to copy the data to a well-defined
memory-location,
4. Read this memory location to obtain the value. Packet Injection

Steps one and two are shown in the following code section, The following code takes care of storing the location of the
step three is eliminated in the virtual device, because thedriver's outgoing message queue and injecting packets into
copy process is an atomic action and does not require anyt. For sending and receiving packets, the device driver set
additional time (whereas on a real hardware it does). up a single-linked list in the CPU’s memory range accessi-
Step four is not shown in the code, because it is a ca-ble to the hardware.
sual read operation from the virtual device’s memory —in  After receiving a packet (functiohandleRxBufferline
12), the virtual device will fill possibly multiple items (de
16An EEPROM (also called an E2PROM) or Electrically Erasabie P

. ; 0 pending on the size of the packet) of this single-linked list
grammable Read-Only Memory, is a non-volatile storage chig urseom- . . h . .
puters and other devices to store small amounts of volatilefiguaration) and signal an interrupt to inform the device driver of the
data.[6] event.




-

case ARS5K_RXDP:
DEBUG_PRINT(("Setting receive queue to address Ox%x (%u)\n"

N

, val,

val));
3
4 SET_MEM_L(s->mem, addr, val);
5 s->receive_queue_address = (uint32_t *)val;
6 br eak;
7
8
9 }
10}
11
12 static void handleRxBuffer(
13 WLANFUZZERState *s,
14 struct mac80211_frame *frame,
15 uint32_t frame_length)
16 {
17 struct ath_desc desc;
18 struct athSk_ar5212_rx_status *Ix_status;
19 rx_status = ( struct athSk_ar5212_rx_status *)&desc.ds_hw[0];
20
21 if (s->receive_queue_address == NULL)
22
23 return;
24 }
25
26 %
27 + get the descriptor of the single-Iinked
28 + |ist from physical nenory
29 */
30 cpu_physical_memory_read(
31 (target_phys_addr_t)s->receive_queue_address,
32 (uint8_t  *)&desc, si zeof (desc));
33
34 /%
35 + Put sonme good base-data into the descriptor. Length & co
36 * will be nodified below. ..
37 */
38 desc.ds_ctl0 = Ox0;
39 desc.ds_ctll = 0x9c0;
40 desc.ds_hw[0] = 0x126d806a;
a1 desc.ds_hw[1] = 0x49860003;
42 desc.ds_hw[2] = 0xO;
43 desc.ds_hw[3] = 0x0;
44
45
46 /%
47 * Filter out old length and put in correct value...
48 */
49 rx_status->rx_status_0 &= "AR5K_AR5212_DESC_RX_STATUS 0_DATA_LEN;
50 rx_status->rx_status_0 |= frame_length;
51
52 /%
53 * For now, assume that the packet fits into one
54 * single itemin the single-linked |ist!
55 */
56 rx_status->rx_status_0 &= "AR5K_AR5211 _DESC_RX_STATUS 0_MORE;
57
58
59 /%
60 *+ Wite descriptor and packet back to DVA nenory...
61 */
62 cpu_physical_memory_write(
63 (target_phys_addr_t)s->receive_queue_address,
64 (uint8_t  *)&desc, si zeof (desc));
65 cpu_physical_memory_write(
66 (target_phys_addr_t)desc.ds_data,
67 (uint8_t  «)frame,
68 si zeof (struct mac80211_frame));
69
70 I *
71 * Set address to next position
72 * in single-linked Iist
73 *
74 * The receive list's last el ement
75 * points to itself to avoid overruns.
76 * This way, at some point no nore
77 * packets will be received, but (I
78 *+ ASSUME) that it is the drivers
79 * responsibility to reset the address
80 * list!
81 */
82 s->receive_queue_address = (uint32_t *)desc.ds_link;
83
84
85 /%
86 * Notify the driver about the new packet
87 */
88 struct pending_interrupt intr;
89 intr.status = ARSK_INT_RX;
90 wlanfuzzer_append_irq(s, intr);
91 wlanfuzzer_enable_irq(s);
92 )

5. Fuzzing & Evaluation

To verify the usability of our system and its ability to run
automated fuzzing test suites, we used stegeful fuzzer
module described in Section 4.2 on all system/driver com-

binations mentioned in Section 4.1.

The setup of the individual test runs and the type of
fuzzing employed are summarized in Table 1. For a de-
scription of state information, refer to Table 4 in Appendix
B.

Although the fuzzing suites were only meant to test our
system’s usability and the employed fuzzing modules leave
room for improvement, the test runs found implementation
errors (summarized in Table 2) in a very short amount of
time.

6. Summary and Conclusions

In this paper, we presented a novel approach to 802.11
fuzzing. The goal of our system is to overcome timing
problems a fuzzer usually faces when testing stateful frame
types.

By moving the target system into a simulated environ-
ment (a QEMU virtual machine in our case) and replacing
the problematic wireless communication with a high level
means of interprocess communication, not only were these
timing problems solved, but a number of practical advan-
tages were achieved.

A set of communication modules demonstrate the usabil-
ity and effectiveness of our approach and could serve as a
well-founded starting point for further fuzzing suites.
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[ Fuzzed Frame Type| Previous Benign Frame Types

| Target State | Trigger |

Beacon Frame
Action Frame

Probe response
Authentication
Association respons

n/a

n/a

Beacon frame

Beacon frame, Probe response
e Beacon frame, Probe response, Authentication

any
any
N-A
N-A
A

Time interval
Time interval
Probe request
Authentication
Association request

Table 1: Fuzzing Suites

[ System | Driver | Result |
Windows HP WLAN W400-W500| Passed all tests
Linux using NDisWrapper; HP WLAN W400-W500| Passed all tests
Linux MADWifi Binary HAL DoS / complete system crash
Linux MADWifi Open HAL Kernel mode code execution possible

[7] Butti, L. “Wi-Fi Advanced

Table 2: Fuzzing Results

Fuzzing” France Telecom / Or-

ange Division R&D, Presentation BtackHat Europe2007.



Appendix A

#define
#define

#define
#define

#define
#define
#define
10 #define

©CONDU A WN

REMOTE_FUZZER_APP_REPLY_SEM_KEY
REMOTE_FUZZER_APP_INJECT_SEM_KEY

REMOTE_FUZZER_APP_REPLY_DATA_ID
REMOTE_FUZZER_APP_INJECT_DATA_ID

REMOTE_FUZZER_PACKET_NOTIFICATION
REMOTE_FUZZER_IGNORE_PACKET
REMOTE_FUZZER_INJECT_PACKET
REMOTE_FUZZER_FAILURE_WRONG_FREQUENCY

16628
16629

16630
16631

+ mem, i nt semkey, int shmkey)

)

12

13 typedef struct remote_command

14

15 uint32_t command;

16 uint32_t current_frequency;

17 uint32_t frame_length;

18 struct mac80211_frame frame;

19  } remote_command;

20

21

22 int init_connection( int *semaphore, remote_command
23

24 if (semaphore != NULL)

25 {

26 int client_semaphore;

27 client_semaphore = semget(semkey, 2, 0666 | IPC_CREAT);
28 if (client_semaphore == -1)

29 {

30 fprintf(stderr, "Creating semaphore failed!"

31 return 1;

32 }

33

34 +*semaphore = client_semaphore;

35 }

36

37 if (mem != NULL)

38 {

39 int shmid = shmget(shmkey, si zeof (remote_command), IPC_CREAT | SHM_R | SHM_W);
40 if (shmid < 0)

41

42 fprintf(stderr, "ERROR opening shared memory\n"
43 return 1;

a4 }

45

46 *mem = (remote_command *)shmat(shmid, NULL, 0);
a7 }

48

49 return O;

50

[ 1d | Description

RO1 | Target is scanning actively
RO2 | Target has transmitted a corresponding probe request
RO3 | Target has requested open authentication
RO4 | Target is currently sending beacon frames
RO5 | Target has requested for association
R06 | ToDS and FromDS fields set to false

Table 3: Test-case requirements

[ I1d [ Description

[

N-A
A
A-A

Not authenticated, not associated, default s
Authenticated but not associated
Authenticated and associated

ate

Table 4: Test-case state description
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[ 1d [ Frame type | Frame subtype | Target field | State | Mode | Req. |
011101 | Management frame Beacon SSID N-A | Managed| RO1
011102 | Management frame Beacon TIM N-A | Managed| ROl
011103 | Management frame Beacon Country Info N-A | Managed| RO1
011104 | Management frame Beacon Extended Rates N-A | Managed| RO1
011201 | Management frame Beacon SSID N-A | Ad-hoc RO1
011202 | Management frame Beacon TIM N-A | Ad-hoc RO1
011203 | Management frame Beacon Country Info N-A | Ad-hoc RO1
011204 | Management frame Beacon Extended rates N-A | Ad-hoc RO1
021201 | Management frame Probe Request | SSID N-A | Ad-hoc R04
021202 | Management frame Probe Request | Supported Rates N-A | Ad-hoc RO4
021203 | Management frame Probe Request | Ext. Supported Rates N-A | Ad-hoc RO4
031101 | Management frame Probe Response| SSID N-A | Managed| R02
031102 | Management frame Probe Response| Supported Rates N-A | Managed| R02
031103 | Management frame Probe Response| Country Info N-A | Managed| RO02
031104 | Management frame Probe Response| FH Pattern N-A | Managed| R02
031105| Management frame Probe Response| IBSS DFS N-A | Managed| R02
031106 | Management frame Probe Response| Ext. Supported Rates N-A | Managed| R02
031107 | Management frame Probe Response| RSN N-A | Managed| RO02
031201 | Management frame Probe Response| SSID N-A | Ad-hoc R0O2
031202 | Management frame Probe Response| Supported Rates N-A | Ad-hoc R02
031203 | Management frame Probe Response| Country Info N-A | Ad-hoc R02
031204 | Management frame Probe Response| FH Pattern N-A | Ad-hoc R0O2
031205| Management frame Probe Response| IBSS DFS N-A | Ad-hoc R0O2
031206 | Management frame Probe Response| Ext. Supported Rates N-A | Ad-hoc R02
031207 | Management frame Probe Response| RSN N-A | Ad-hoc R02
041101 | Management frame Auth. Request Challenge text N-A | Managed
041102 | Management frame Auth. Response | Challenge text N-A | Managed| RO3
041201 | Management frame Auth. Request Challenge text N-A | Ad-hoc
041202 | Management frame Auth. Response | Challenge text N-A | Ad-hoc RO3
052201 | Management frame Assoc. Request | SSID A Ad-hoc
052202 | Management frame Assoc. Request | Supported Rates A Ad-hoc
062201 | Management frame Reassoc. RequestSSID A Ad-hoc
062202 | Management frame Reassoc. RequestSupported Rates A Ad-hoc
072101 | Management frame Assoc. Response Supported Rates A Managed| RO5
072201 | Management frame Assoc. Response Supported Rates A Ad-hoc RO5
081101 | Data frame Data Frame body N-A | Managed| RO6
081201 | Data frame Data Frame body N-A | Ad-hoc RO6
082101 | Data frame Data Frame body A Managed| R06
082201 | Data frame Data Frame body A Ad-hoc RO6
083101 | Data frame Data Frame body A-A | Managed
083201 | Data frame Data Frame body A-A | Ad-hoc

Table 5: Test-case classes

11



